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[MPOI'PAMMA OBYYHEHWA

ABTOpCKUE KypChbl

AnnapaTHoe o6ecneyeHue

pabounx cTaHL Uil U HOYTOYKOB

® [Tpoueccopbl

® OnepaTunBHasa NaMsaTb

® Hocutenu nHpopmamm

e [lepudepuintHble yCTPONCTBa

® OCHOBBI OMepaLyoHHbIX CUCTEM
® OCHOBbI ceTen

OcHOBbI TEOPUMU aNIrOPUTMOB

OCHOBbI NPOrpaMMMUPOBaHUS

Ha fi3blke C++

® MpurHUMNbl paboTbl CyKazaTensamMm

® /Icnofnb3oBaHne CTPYKTYpP

® ANropuTMbl NOMcKa 1 COPTUPOBKU

® [/\cnosib3oBaHue $pannoBon CUCTEMBI

KomMyTaLus B NOKaNbHbIX

ceTsXx, 6a30Bbif Kypc

e Mopenb OSI

e Ethernet

® Fast Ethernet

¢ Gigabit Ethernet

¢ 10G/40G/100G Ethernet
o Wi-Fi

°* He

e Switching

KoMMyTauus B noKasnbHbIX

CeTsAX, pacluMpeHHbIi Kypc

® Vlan

e trunking
¢ 80219
e vip

e dtp

e cdp

e stp

e hdlc

® ppp
o fr

MNpoeKTupoBaHUe, MOHTaX
M QUarHocTuKa CTPYKTypUpo-
BaHHbIX Ka6esibHbIX CUCTEM

MapupyTtusauus B IP-ceTax,
6a30Bblii Kypc

° |p

e arp

e routing

e subnetting
® vism

e cidr

e iemp

e acl

e nat

e tunneling

MapuwpyTtusauus B IP-ceTax,
pacLUMpEeHHbIN Kypc

® |pv6

e icmpv6
e dhep

e dhcpv6
e dns

e rip

® ripng

® gigrp

e ospf

e vpn

MpuknagHbie NPOTOKOJIbI

n cny>6bl cteka TCP/IP

e snmp
e netbios
e syslog
e radius

AQMUHUCTPUpPOBaHUE
0OS Windows 10

e YcTaHOBKa 0B6HOBMEHNE, MUrpaLLUs
e [TpoLiecc 3arpysku

® YripaBrieHe AOCTYMNOM K pecypcam
® KoHuUrypmpoaHue 6e3o0nacHoOCTr
® OnTnuMmM3auma n obcny>xxmnsaHue

ApmunHuctpupoeaHue Windows
Server 2019/2022

® CeTeBble CEPBUCHI
®rras

® security

ead

e group policy

e BUpTYyanm3auus

e CNyXX6bl TEPMUHANOB

CucrteMHoe agMUHUCTpPUpPOBaHUe
Linux

® YcTaHoBKa

® [Mpouecc 3arpysku

® GannoBble CUCTEMBI

® YcTponcTaa

® YnpaBrieH1e nosib3oBaTensamMm
® YrpaBrieHve npaBamMu octyna
® CKPUNTUHT

CeTeBo€e agMUHUCTPUPOBaAHME
Linux

e palnioBble CepBUCHI
© MOHUTOPWHT

Be3onacHOCTb KOMMbIOTEPHbIX
ceTell U cuctem

e OCHOBBbI KpunTorpapuu
o AyTeHTudumkKaumsa

e ABTOpPU3aLuA

e lccnepoBaHne CUCTEM
e ids/ips

® [TakeTHble GUNbTPbI

AgmMuHucTpupoBaHue Microsoft
SQL Server 2019/2022

e CospaHune 6as gaHHbIX
°* SQL
e Pe3epBHOE KOMMPOBaHMe M BOCCTaHOB-

NeHne
® Mopenb 6e3onacHoOCTH
® Pennnkayums




OCHOBbI BUPTYyanusawum
1 06/1a4YHbIX TEXHOJIOTUN

e JlnHenka npogyktos VMWare
® Microsoft
® Amazon

O6nayHble TEXHOJIOTUN
n MHCcTpyMeHTbl DevOps

°* AWS

® Microsoft Azure
® GitHub

® Docker

® Zabbix n 1.4.

Python gna agpMuHUcTpupoBaHusa
cucrtem

MaTepuanbl KypcoB, Bxoasa-
wue B NnporpamMmmMmy oby4dyeHus

lMporpaMmma oby4yeHus BkIOYaeT
B cebs nsyyeHme kypcon Cisco
Academy u Microsoft Imagine
Academy.

NMo6ble NpeanpusTAA, UCNOoSb-
3yloLne B CBOEN fesTeNlbHOCTU
COBPEMEHHbIE MHGOPMALMOH-
Hble TEXHOMIOTUU, HYXXAarTCS B
KBanMOULMPOBAHHbIX CreLmanm-
CTax AAHHOrO HamnpaeeHus.

BbInyCcKHWKM Kypca MOryT pabo-
TaTb CETEBLIMU U CUCTEMHbBIMU
agMVHUCTpaToOpamMu, NHXeHepa-
MU B IT-oTgenax KpynHbIX rocy-
AAPCTBEHHbBIX U KOMMEPYECKUX
KOMMaHun, 6aHKOB, B Y4EOHbIX
3aBefeHNAX N B KOMMNAHUAX, cne-
LMann3npyroLwmxca Ha CUCTEMHON
WHTEerpaummn n aHanumse.

MOCIJIE SABEPWEHNA OBYYEHWA MO CMNELNATTIN3ALNNA
«CETN U KWBEPBE3OIACHOCTb»

BbIMYCKHUKW CMOTI'YT:

CnpoeKkTUpoBaTb, CMOHTU-
poBaTb U CEPTUDMLMPOBATL
CTPYKTYPUPOBaHHYHO kKabenb-
HYHO CUCTEMY

CnpoeKTUpoBaTh 1 NOCTPOUTb
NOKanbHY CeTb

NtoBON CNOXHOCTU C npuMeHeHNeM co-
BPEMEHHOIo akTUBHOro 060pyAoBaHus.

OpraHn3oBaTb KOPNopaTUBHYHO
MapLpyTU3NPYyeMYyo CeTb

C NPYMEHEHNEM rnobanbHbIX TEXHOMOM I
Ha 6ase npoTokona IP.

MoAKMHOUYNTL KOPMOpPaTUBHYHO

ceTb K IHTepHerT,

obecneyms Npu aTOM HEOBXOANMBbIN
ypOBeHb 6e30MacHoOCTMU.

PaspabatbiBaTb, BHEAPATb
KOMMEKCHbIE MOSUTUKK
6e30nacHoOCTN B ceTu

OcyLLecTBNATb pa3BepTbiBaHNE

N Noanep>XKy HeobxoanMblx ceTe-
BbIX cNny>6, obecrneynBaTb 6e3-
onacHbIN 1 3QPEKTUBHbBIN AOCTYN
K CeTeBbIM pecypcam

ALMUHUCTPUPOBATbL COBPEMEHHBIE
cepBepHbIe onepaLoHHble
CUCTEMbI N aKTUBHOE CETEBOE
obopypoBaHue

OnTuMMsnpoBaTh NPOLLECCHI
C MCNOJIb30BaHNEM MHCTPYMEHTa-
pua DevOps

YnpasnsaTb GyHKLUOHNPOBaAHMEM
BOMbLUNX CETEN BbICOKOW CIOXHOCTU

[arHocTnpoBaTh N YCTPaHATb
pa3Hoobpa3sHble ceTeBble
Hemnonagky U HeUCNpPaBHOCTM

CospgaBaTb MHGPACTPYKTYpPY

N yNpaBnATb et C UCMOJIb30BaHn-
eM 06/1a4YHbIX TEXHONOMUI







